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This advice has been collated by EMSOU and is intended for wider distribution within 
the East Midlands Region to raise awareness among businesses and the public. 
Advice and information is changing daily as we navigate our way through the COVID-
19 pandemic, so please ensure you only take information from reputable sources.  
If you require any further information, assistance or guidance please contact the 
EMSOU Protect Team EMSOU Protect Team or your local Force protect team. 
Today’s topic is Securing Wi-Fi 
In March 1992, the UK's first commercial Internet provider, Pipex, began providing dial-up 
Internet access. One of its first customers was Demon Internet which popularised dial up 
modem-based internet access in the UK. Other commercial Internet Service Providers (ISP’s) 
and web-hosting companies aimed at small businesses and individuals sprang up in the 
1990s. These dial up connections ran at staggeringly slow 56kbps a minute; a fraction of the 
speeds we experience today (3hrs to download one song, 24 hrs to download a movie). 
Everything changed in the new millennium when Telewest launched Broadband (home ADSL 
– asymmetric digital subscriber line) in the UK on 31 March 2000, with Goldsmith Road in 
Gillingham, Kent, the first street to receive the technology. In 2002, there were fewer than 
200,000 broadband users. Four years later, there were 13 million. In 2019 93% of all 
households had broadband access. 
Home users and small businesses now use the internet on a daily 
basis and most connect through a Wi-Fi router or Hub. It is the 
principal gateway to the online world and also a potential route 
into your network for cyber criminals. 
Most reputable internet service providers (ISP), supply customers 
with documentation, videos and FAQs to help secure the hub 
from attack.  Advice usually includes the following: 

• Renaming it: This prevents criminals identifying the make or model of the hub, which can 
be used to attack it. 

• Set up WPA2 personal: This will keep a network secure by encrypting communication 
between devices that connect to the hub.  

• Changing default usernames and passwords: Because these are known or easily 
researched by attackers. Consider using 3 random words, separated with a symbol or 
upper case letter to prevent unauthorised access to the hub. 

• Set up a guest network: Visitors can have internet access without accessing your 
network. 

• Placement: Most hub wireless signals are omnidirectional, broadcasting a signal outwards 
in all directions. Careful placement of the hub will maximise connectivity inside and help 
prevent the signal being broadcast outside the premise for any passer-by to see. 

• Signalling: You can connect devices to the hub using two different frequencies – 2.5 GHz 
or 5 GHz. Coverage with 5 GHz is less but, is quicker and reduces the risk of the signal 
extending beyond the premises (see user instructions to configure the frequency). 

• Firewall: Many hubs come with a firewall, which is often turned on by default. The firewall 
acts as a gatekeeper - inspecting traffic that enters or leaves a network against known 
threats.  
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It is also worth considering: 

• Anti-Virus software - to prevent malware being downloaded. 
• Update your browser - to afford maximum protection from online threats.  
 

Hot Topic – NHS track and trace 

With the launch of the NHS test and trace service it is likely that fraudsters may try to exploit 
this service by posing as contact tracers. There is a useful guide hereto the system, issued by 
the government, on how it works and what to expect if you are contacted.  
The key advice is that NHS contact tracers will NEVER ask you to: 
• dial a premium rate number to speak to them (e.g. those starting 09 or 087) 
• make any form of payment  
• purchase a product or any kind 
• details about bank accounts 
• give social media identities or login details, or those of contacts 
• supply any passwords or PINs, or set up any passwords or PINs over the phone 
• disclose any of your personal or medical information to your contacts 
• download any software to your PC 
• hand over control of your PC, smartphone or tablet to anyone 
• access any website that does not belong to the government or NHS 
 

Webinar – Monday 1st June 2020 @ 1400 – 1500 hrs 

Join West Midlands and Tarian Regional Cyber Crime Teams, as they host a free 
webinar on how to plan and prepare for a cyber incident.  

About this Event  
Despite best-efforts, data-breach incidents and cyber-attacks are always going to occur. The 
good news is that businesses and organisations have the power to control how they prepare 
themselves to deal with these events. Cyber incident response plans are essential in 
protecting business assets and reputation, whilst restoring critical services and capabilities. 
This presentation considers concepts when writing plans, testing and exercising. Identifying 
common gaps and learning outcomes from cyber incident exercises. 
This presentation will help businesses owners and business continuity specialists prepare for 
a cyber-attack and respond effectively in a crisis. 
To register for this event click on the following link places are limited. 
 

Reporting 

Please report all Fraud and Cybercrime to Action Fraud by calling 0300 123 2040 or online. 
Forward suspicious emails to report@phishing.gov.uk.  
Report SMS scams by forwarding the original message to 7726 (spells SPAM on the keypad). 

https://www.gov.uk/guidance/nhs-test-and-trace-how-it-works
https://www.eventbrite.co.uk/e/cyber-response-planning-to-prepare-tickets-105367856094
https://www.actionfraud.police.uk/reporting-fraud-and-cyber-crime
mailto:report@phishing.gov.uk
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